


Old-school physical lock and key security hardware has 

provided access control solutions to university campuses

for hundreds of years. Thousands of metal keys and locks 

exist on any given university campus, creating a need for 

expedient and e�cient key control procedures. A well-

defined key control policy that manages and protects assets 

is vital for any university facilities department to optimize 

security. The management of all keys on campus through 

detailed key control policies helps to reduce instances of 

theft, the number one crime on university campuses.
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�e old-school implementation of campus 
key control policy involved administrators 
manually recording every key removal and 
return on a log attached to a clipboard and 
then vending the appropriate keys from a 
pegboard and label system to authorized 
recipients. �is “school of hard knocks” key 
control method often contributed to scads of 
lost keys, burglaries when lost keys ended up 
in the wrong hands, and financial headaches 
when the expense of re-keying and replacement 
of locks costs thousands of dollars.

Fortunately, over the past three decades, manual 
clipboard, log, and pegboard methods evolved to 
sophisticated electronic key control systems that 
provide more efficiency and accountability for key 
control security. Key control systems automate 
every key transaction so key control policy and 
procedures can be implemented and followed 

through with accuracy. An electronic key control 
system tracks which keys are out, who has them, 
and when and where they are returned, reducing 
instances of lost and misplaced keys.

Universities undergo frequent changes that 
include the build-out of new dormitories or 
learning facilities, the razing of outdated 
or unused buildings, the constant flow of 
ever-changing populations on campus, and 
the purchase of new fleet vehicles; all of 
these circumstances require regular audits, 
updates, and changes to key control policy 
and procedures. When key control policy 
is not well-defined, security vulnerabilities 
emerge if protocol and procedures are not 
spelled out and communicated to university 
employees, contractors, faculty, and students. 

Making the grade for a strong and well-de-
fined campus key control policy involves 

communicating the policy with the campus 
population and implementing the key control 
procedures with the investment of electronic 
key control. Maximizing procedures with 
“think like a criminal” creativity to deploy key 
control solutions protects more than just keys 
on campus. Usually the facilities, security, and 
lock shop departments administer key control 
policy which includes:

• appointing administrators responsible for 
managing keys

• determining who is eligible for key usage

• managing and securing master keys

• fabricating and managing new and 
duplicate keys
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Over the past three decades, manual clipboard, log, and pegboard methods evolved to sophisticated 

electronic key control systems that provide more e�ciency and accountability for key control security.
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How to Protect Your Campus
Click the color dots to learn more about 
how a single person can regulate access 
and monitor school grounds across an 
entire networked campus or district.
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TECHNOLOGY

Visitor ManagementThe days of asking visitors to use pen-and-paper 

sign-in books are gone. Best practices now favor 

electronic visitor management systems (VMS). They’re 

accurate, easy to operate, and enhance security.

Electronic Lists and Temporary Badges
Visitors are asked to produce a government-issued photo 

ID which is swiped through a visitor management system. 

Within seconds, the person’s information is checked against 

federal and state criminal databases and the more than 

700,000 names on the national sex offender registry.A campus can also add its own custom watch lists. When 

properly implemented, watch lists provide protection 

from abuse orders, custodial issues, and the names 

of disgruntled former employees and students.After the system clears a visitor, a temporary badge is printed 

with the person’s name, picture, date/time, and area of campus 

approved to visit. Some badges automatically fade within a 

specific time frame to indicate the visitor’s authorized time on 

campus has expired and prevent the badge from being reused.
Visitor management stations are typically found at main 

building entries, administration offices, healthcare facilities, 

dormitory lobbies, and other buildings. Visitor information from 

multiple campus stations is stored in a central database, and 

is easy to share with first responders during an investigation.
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ASSESSING RISK

Outdoors
Many tools used to protect building interiors are different than those used to secure outdoor spaces. Emergency stations, low-light cameras, and other equipment — even landscaping — take on greater importance.

S A F E T Y  T I P
You may hear your assessor mention 

CPTED or Crime Protection �rough 
Environmental Design. It includes 

practices, such as trimming back landscaping to installing fencing. �ere’s more on this topic later.
Annexes and Urban CampusesRemote annexes and larger urban higher-education campuses, which spread 

throughout a city, present more of a security and communication challenge. 

Look for network-based security systems to bring information into a centralized 

security operations center where officers can keep track of dispersed campuses. 

Parking Lots and GaragesParking lots, garages, and other exterior areas require adequate 

lighting, fencing, emergency stations, and security cameras. The 

inspector wants to see that facilities are regularly patrolled or 

monitored by either campus security or other first responders.Outdoor FacilitiesIt’s easy to overlook athletic fields, playgrounds, walking trails, 

portable classrooms, and other campus outbuildings. These 

are not only frequent targets for illegal activity, but tend to be 

areas where health-related assistance may be necessary.Surrounding NeighborhoodsOther environments, such as on- and off-campus 

student housing, businesses, open space, and 

traffic patterns can impact your security and 
should be included in an overall strategy plan.

Best Practices for 
Keeping Students Safe
A Guide to Campus Security

• Evaluating the total cost of ownership before purchaseEvaluating the total cost of ownership before purchase

• Best practices in assessing your riskBest practices in assessing your risk

• An interactive map of common applicationsAn interactive map of common applications

• Helpful checklists to track progressHelpful checklists to track progress

• Modern technologies and integrationsModern technologies and integrations

• Establishing policies and proceduresEstablishing policies and procedures

This FREE comprehensive Campus This FREE comprehensive Campus 
Security eBook walks you through Security eBook walks you through 
what you need to know, including:what you need to know, including:

Learn more aiphone.com

PUPN Full-Page Ad_Aiphone Campus Security eBook.indd   1 3/31/2022   9:23:48 AM



• assigning specific keys to specific users

• tracking key removals and returns

• defining access of keys for contractors

• implementing procedures for 
obtaining keys

• defining procedures for instances of 
lost keys

• determining and removing obsolete 
keys from the system

Once the key control policy is defined 
and established, an electronic key control 
system provides accountability features to 
help mitigate the risk of lost or misplaced 
keys. �ese systems lead to reduction of 
incidents of theft, promoting a safer and 
more secure campus. Some of the features 
and benefits available through electronic 
key control include:

Audit Reports

Audit reports can be generated on demand 
with an electronic key control system. Key 
control administrators can instantly see 
who accessed certain keys in actual time 
because every key transaction is recorded 
through the electronic key control software. 
Reports can also be programmed to be 
automatically emailed to any person at 
any time. More frequent key control audits 
can reveal to key control administrators’ 
areas where policy needs to be amended to 
strengthen and improve security.

Accountability

A special feature allows users to provide 
notes in the key control system about the 
usage and purpose of obtaining a key. 
�is feature creates adherence to the key 
control policy directives so there is more 
likelihood that the keys are being used 
for the right reasons at the right times in 
the right areas by the right users. Also, 
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Once the key control policy 

is defined and established, 

an electronic key control 

system provides accountability 

features to help mitigate 

the risk of lost or misplaced 

keys. These systems lead 

to reduction of incidents of 

theft, promoting a safer and 

more secure campus.
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A SCRUBBER
THAT THINKS
ON THE FLY.
The KIRA B100 R robotic scrubber is able to clean large hard �oor 
surface areas quickly while safely navigating people and obstacles. 
Powered by BrainOS®, an intuitive cloud based AI operating system, 
our growing line of autonomous solutions makes cleaning smarter, and 
allows your team to focus on what they do best.

karcher.com/us

Scan to learn more

THAT THINKS

 robotic scrubber is able to clean large hard �oor 
surface areas quickly while safely navigating people and obstacles. 
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THE ULTRA COACHLINER DXLTM is the industry leader. This front engine
motorcoach has the smooth ride, capacity and luggage space of a traditional 
coach bus, at only HALF THE COST to own and operate.

Visit us at coachliner.com or call  (800) 475-1439

FEATURES

CUSTOMIZE YOUR COACHLINER
coachliner.com

Starting at $3493 Per Month
*10% Down. 3.9% APR for 84 Months with $40,000 

Balloon Payment or Walk Away at End of Lease. 
Pricing based on SE 102.

• AirGlyde Full Air Ride Suspension Systems
• Comparable to Motorcoach Storage

(549 Cubic ft.) 
• Seats 42-56 or 54 with Lavatory
• High Comfort Premium Seating
• Cummins 9L Diesel
• HD Arctic Plus A/C 

(Industrial Grade Compressors)

• USB/110V Outlets & REI Video
• Premium Sound Abatement Package
• Full Composite No Wood Construction
• Alcoa Aluminum Alloy Wheels
• Pinnacle Premium Air Ride Driver’s Seat 
• Duraguard+* Fire Resistant 

Anti-Mold/Mildew Floor
• Precision Reinforced Steel Cage

• Ride Control Stabilization System
• 102” Wide
• Optional LED Headlights
• Optional Boosted Premium 

Sound System
• Optional O2 Safe Technology Clean Air System
• White Glove 24/7 Support & Assistance Program

SEVERAL MODELS AVAILABLE

when new personnel and student popula-
tions are ever-changing, an electronic key 
control provides the security needed while 
orientation about key control policy and 
procedures takes place.

Access to keys will only be given when 
authorized usage is granted with assigned 
credentials. Having user accountability for 
all the keys on campus means key control 
administrators will always know which 
keys are currently being used and by 
whom. Permissions can easily be changed 
as needed.

Access Control

Users are granted access to the electronic 
key control system only if the credentials 
are entered correctly or are recognized by 
the system. Users are required to enter 
a secure PIN code, use a fingerprint or 
card reader, or complete biometric facial 
recognition. Users can easily be added or 
removed when needed.

All users of the key control system—
including employees, students, educators, 
and contractors—need access to different 
buildings and locations around campus 
for specific periods of time. A key control 
system allows key control administrators 
to customize and program the permissions 
to make each key available only to those 
individuals authorized to enter a specific 
building or area. Temporary contractors and 
visiting faculty may be granted restricted 
access for the days and times needed only; 
these parameters can be programmed into 
the electronic key control system. For highly 
sensitive areas on campus, dual or triple 
user authentication can be programmed 
requiring multiple users to sign a key out 
or back in, which prevents single users 
from giving sensitive keys to unauthorized 
persons. Electronic key control systems 
provide surprising security capabilities, 
leaving plenty of opportunities to get 
creative on campus, including the following:

While cybersecurity helps to 

deter the most determined 

hackers, anti-virus software is 

not enough to protect against 

campus data breaches. 

Protecting server rooms 

and equipment cages with 

electronic key control 

provides accountability for 

who has access to the server 

room and prevents the theft 

of computer hardware and all 

the data that resides on it.
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More Secure Computer 

Server Rooms

Data breaches that affect sensitive infor-
mation on campus can create fallout that 
may incur hefty fines, potential lawsuits, 
and the headaches of software, firewall, 
and reputation recovery. Firewalls and 
antivirus software alone are often not 
enough to protect against data breaches. 
While cybersecurity helps to deter the most 
determined hackers, anti-virus software 
is not enough to protect against campus 
data breaches. Protecting server rooms 
and equipment cages with electronic key 
control provides accountability for who 
has access to the server room and prevents 
the theft of computer hardware and all the 
data that resides on it.

More Secure Fleets

Campus fleets include athletic team 
vehicles, scooters, golf carts, buses, campus 
security vehicles, cars, bicycles, crew team 

shells, landscaping equipment, and more. 
Replacement of fleet vehicles is an expense 
that needs budgeting. An electronic key 
control system with fleet management 
software secures keys and optimizes and 
“right-sizes” fleets. Over-utilization and 
under-utilization of fleet vehicles leads 
to lost revenue. A two-in-one key and 
fleet management system prevents theft 
and assigns vehicles only to authorized 
individuals. �e software keeps fleets on 
schedule with maintenance and rotates 
usage to lengthen the lifespan of each fleet 
vehicle. Key removals and returns are all 
recorded and tracked with instant reports 
available.

More Secure Weapons

Electronic key control systems have the 
capability to store small firearms, weapons, 
and ammunition used by campus police 
officers. Besides modules for keys, locker 
modules can be configured into the system 

Access to keys will only 

be given when authorized 

usage is granted with 

assigned credentials. Having 

user accountability for all the 

keys on campus means key 

control administrators will 

always know which keys are 

currently being used and by 

whom. Permissions can easily 

be changed as needed.
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to provide access control to only authorized 
users, so weapons do not end up in the 
wrong hands. �e system is programmable 
to ensure that assets can be accessed only at 
specific times, such as during work shifts. A 
requirement for the key control policy for 
weapon removal can include leaving notes 
within the system providing information 
about who and when and why weapons are 
accessed, how many rounds of ammunition 
were taken, and for what reasons. 

More Connectivity with Integrations

Electronic key control systems can be 
integrated with leading access control systems 
so administrators can get a bigger picture of 
actual time security. �e inter-operability 
between the two systems allows merging 
related functions so parameters of key 
control policy can be established along with 
access control parameters. For instance, if a 
key is not returned on time, then the user is 
denied egress from the facility until the key 

is returned. By integrating key control and 
access control, safety and security is bolstered, 
especially during emergencies or lockdowns, 
because the two systems communicate with 
each other.

More Security for Important Assets

Physical assets such as mobile phones, 
two-way security radios, laptops, wallets, 
tools, historical artifacts, car keys, weapons, 
utensils, jewelry, and passports can all be 
secured in storage lockers within an electronic 
key control and asset management system. 
Campus staff and faculty members are at risk 
of having personal possessions stolen as they 
arrive at work and move around lecture halls, 
laboratories, and work areas. Maintenance 
and science departments need to lock away 
expensive tools or sensitive equipment and 
manage who has access to them to prevent 
theft. Electronic key control and asset 
management provides peace of mind to 
department heads that there is security and 

accountability for items which are expensive 
to replace.

By combining a solid key control policy 
and maximizing the procedures through 
electronic key control systems, university 
campuses can reap the benefits of a safer and 
more secure campus. Decision-makers should 
look around, get some ideas brewing, and get 
creative with electronic key control security 
solutions.
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